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Abstract

This paper discusseghe implementationusing mobile
agent and the performanceof the market computingto
allocate networkquality of servicemostefficiently based
on users’ prefeence. Thoughthe protection of users’
private prefeenceand the efficient calculation are both
important, thesetwo requirementsoften contradict each
other

By implementingQoSMarket, a market-basedhetwork
resouce allocation systemusing mobile agents,the com-
municationtime betweeragentsand an auctioneerwhich
is the largestoverheadin market computing,is reduced
dramatically whthout leeking users’ privacy information.
Theresultof experimentshowa mobileagentapproachis
mote efficientthenothers,and the ovetheadof one market
computingcycle in this systemis about 450msecwhich
meanghatthe systenmachievesufficientefficiency

1. Introduction

In usual networks such as the Internet, a number of
userssharethe network resourcewhich causeghe users’
demanddrequentlyconflict. In suchan environmentthe
importanceof a communicationlink varies accordingto
the applicationand its usage,but network control policy
of "best-effort” type, suchas CSMA/CD, fails to consider
suchanaspect.Whatwe needhereis aresourceallocation
policy that reflectsusersprivate preferenceand allocates
limited networkresourceefficiently.

We havealreadyproposedan approachwhich is based
on a competitive price mechanismexplainedby general
equilibrium theory[10]. In our model, the preferenceof
usersand the characteristicof applicationprogramsare
representetly consumemandproduceragentgespectively
Eachagentupdategheir bids basedon the price of goods,
whichis determinedy thepricing mechanisnof themarket
to balancedemandandsupply A Paretooptimal resource
allocationis obtainedastheresultof theinteraction[2].

Our challengehere is to calculate such an efficient
resourceallocationin a practical length of time without
leaking users’ private information about preferencefor
applications.A market-based@lgorithmgenerallyconsists
of a large numberof iterationsto derive an equilibrium
that balanceghe demandandthe supply of goods,which
resultsin a slow responsdo the given environment. The
situation of the network used by a number of people,
however changeslynamicallyaccordingto the changein
the usageof applicationprograms. This dynamicsallows
the allocationsystemonly a few secondsof delay at the
most.

In previousresearch9], we appliedthe market-based
mechanismnto FreeWalk [5], a multimediadesktopmeet-
ing environmentwith sharedvirtual 3D space(Figure. 6),
and controledthe transmissiorof pictures. In this exper
iment, the whole allocation systemis implementedin a
singleprocessn orderto suppresshe numberof messages
exchangedia networkandachieveda practicalquality of
allocationin real-time. This approachhowever makesthe
users’privatepreferenceén its nature Jeakto theauctioneer
which is a part of the marketmechanisnthat modifiesthe
priceaccordingo thedemand.

Toresolvethis problem this papemproposesanapproach
to implementa group of agentsas a mobile agentthat
dynamically changests placeto an appropriateposition.
By movingagentdo theservemwheretheinteractionamong
agentsis performed,the users’privacy is preservedvhile
keepingthe smallestdelayof theallocation.

We haveimplementeda market-basedetworkresource
allocation systemwith mobile agentson Windows NT,
and validated the above scenarioby performing several
experiments.

2. Market-Based Resour ce Allocation

In this section,we presentthe generalidea of market-
basedhetworkresourceallocationandthe algorithmof the
marketcalculation.



2.1. QoS Market Modél

Our approachto achieveefficient resourceallocation
by merging various preferencesf individual usersis to
introducea market mechanism. Below, we describethe
framework of our market-basedapplication QoS control
asthe basisof the implementationssuesdiscussedn this
paper

Thetwo basicideasto constructamarketmodelfor QoS
controlareasfollows.

1. UsersevaluateapplicationQoS, which is the quality
of serviceprovidedby networkapplicationprograms,
ratherthan the raw network resource suchas band-
width, thattheyuse.

2. Wedistinguishthe“current” andthe“future” networks,
sothatinactiveusersanobtaintheincentiveto transfer
their rights to use currentnetworkresourcedo other
active users,in exchangédor the rights to usefuture
networkresources.

Figure 1 showsthe marketmodel for applicationQoS
allocation. Therectanglesn thefigurerepresenthe goods
exchangedn the market. Thereare two typesof goods,
bandwidthandQoS,andeachof themis dividedinto current
and future goods. CBW and FBW standfor currentand
future bandwidthrespectivelywhich arebothsharedoy all
theusers.

The QoS of the communicatiorfrom userj to useri is
representedy ¢;;, and FQoS; standsfor the QoSthatis
receivedby useri in thefuture. Thefuture QoSis assumed
to beasinglegoodfor simplifying the model.

Thecirclesin thefigureareagents.Thoseontheleft are
consumeragentseachof which representshe preference
of eachuser andthoseon the right are produceragents,
eachof which representghe conversionfrom bandwidth
into applicationQoSperformedby applicationprograms.

Thespecificsof this model,suchasthe modelingof user
preferencandapplicationperformanceandthe evaluation
of resourceallocationby simulationhavebeenreportedin
our previouswork [10].

2.2. Algorithm for Computing Equilibrium

In this market-modeltherearetwo typesof elements:
agentsand auctioneers. Figure 2 shows messagesex-
changedn the market. The underlyingmodelof network
usageis single-castommunicatiorwith networkresource
reservatiormechanismsuchasanintranetwith RSVP[1]
support.

A consumegrgentrepresentsisers preferencewhichis
modeledasa utility function that takesa bunchof goods
consumedsits input andreturnsa highervalue for more

c Producers
[j)nsumer S FBW - I~ (Application
(Users) Programs) _
CBW
q 12
q im
FQoS,
q m1

qmvmrl /
FQoS,,

Figure 1. QoS Market Model

preferredbunch. Thereis a one-to-onecorrespondence
betweena userand a consumeragent. The userinforms
his/herpreferencen applicationQoSto the corresponding
consumeiagentpr ef er ence message)which reflectsit
in the utility function,typically by changingcoefficientsin
the formula. Eachconsumeractsto acquirea bunch of
goodsthat maximizesthe value of the utility function (we
call this valueasjust “utility ,” hereafter) by changingthe
bid for thegoodsin its interest.

A produceragentrepresentshe characteristiof a net-
work applicationprogram,which transformsraw network
resourcdnto a serviceto be consumeddy the user Thus,
thereis a one-to-onecorrespondencbetweena producer
agentanda servicethatis providedby an applicationpro-
gram. Note that multiple servicescan be provided by a
single programand that a single servicecan consistfrom
multiple type of networkresourcesThereis no one-to-one
correspondencbetweena programand a produceragent,
norbetweeraproducemgeniandanysingletypeof network
resources. The transformationfrom network resourceso
anapplicationserviceis modeledasa productionfunction,
which takesthe set of network resourcesasits input and
outputthe correspondingervice. Whena servicestartsor
finishes,a userprovidesor eraseghe agentwhich is cor-
respondedhe service§er vi ce message)Eachproducer
selectsits productionlevel so asto maximize its profit,
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Figure 2. Message Exchange

which is definedasthe differencebetweenthe incomeob-
tainedby selling the servicesandthe costto purchasehe
networkresources.

An auctioneeexistsfor eachgood. It adjuststhe price
of agoodbasedon the bid from consumersndproducers,
soasto balancesupply and demandof the corresponding
good. Theadjustedpriceis thensentto theagentsandused
by themto changeheir bid.

The market calculationin this modelis performedas
follows (Figure3).

1. Theauctioneereportspriceof goodsto agentsgri ce
message)(l.3).

2. Each agent calculatessupply or demandof goods
basedon price information, to maximizetheir utility
or profit(l.4). Theythenreportthemto the auction-
eerpi d message).

3. Theauctioneemggregatethe supplyandthe demand
of goodgeportetby agents(l.5)andraiseqlowers)the
priceif thedemands over(under)thesupply(ll.6-13).

4. If the differencebetweenthe supply andthe demand
is underthe threshold which is decidedby users the
calculationterminatesandthe priceexactlyreflectsthe
final allocationof networkresources(l.15)If not, the
auctioneeandthe agentgepeatrom 1.

1: repeat

2 begi n

3 Actioneer reports price to agents
4: Agent cal cul ates supply or denmand
5 Aucti oneer aggregates supply and demand
6 i f(supply over denmand) then

7 begi n

8: Aucti oneer raises price

9: end

10: i f (supply under denand) then

11: begin

12: Aucti oneer |owers price

13: end

14: end

15: until (|supply - demand| > threshol d)
16

17: Agent calculates its share of bandw dth
18: Agent reports it to QS dient;

Figure 3. Market Calculation

5. Whenthe calculationterminateseachproduceragent
calculatests shareof networkresourcedasedon the
final price, andreportsit to QoS Client to controlthe
communicatiorof the correspondingpplicationpro-
gram(r esour ce message)which usesthe network
resourcesindprovidesservicedo users(l.17,18).

The allocation hasto be recalculatedto adaptto the
dynamically changing environment, and thus the above
procesg“calculationcycle” or just“cycle” hereafter)s re-
peatedneveryrecalculation.If theoverheadf computing
equilibriumis large, resourceallocationcannotfollow the
changeof environment,not to mentionthat marketcom-
puting itself occupiesa considerablesize of resourceboth
in the networkandcomputers.Therefore the overheacdf
marketcomputingshouldbe assmallaspossible.

Ther esour ce messagewhichis usedfor auctioneers
to reportresourceallocationto users,is transmittedwhen-
everthe auctioneerdinish calculation. Thepr ef er ence
messagés usedfor usersto reportchangef their pref-
erenceto agents,while the servi ce messagds used
for network applicationsto reportthe changesn the ser
vicesthey provide to agents. The ser vi ce messagés
transmittedvhenevethe behaviorof applicationprograms
changesaswell asthe startof a new process. The num-
berof abovemessagesxchangedn the marketcomputing
is comparativelysmall comparedo the messageslefined
below

Thepr i ce messagés usedfor theauctioneerso report
the price of goodsto agentsandthe bi d messagés used
for agentsto reportthe supply andthe demandfor goods.
Both of themaretransmittedwheneverprice of goodsare



changedthusthe numberof thesemessagesxchangeds
largestamongother messagestypically, 10 to 100 times
the numberof agentsn a calculationcycle). To minimize
theoverheadf marketcalculation reducingthe numberof
thesetwo typesof messagés effective.

3. Implementation

In the rest of this paper we presentthe underlying
implementationssuesanddiscusgheimplementatiorwith
mobileagentgo our market-basedetworkresourcesontrol
system.

3.1. Mobile Agent Approach

In our market-base@pproachagentssendthe auction-
eerstheir bids, which are derivedfrom the preferenceor
the usageof networkapplicationprogramby users. Since
usersaredistributedover network, thereare typically two
possibleapproacheto implementtheagents.

Thefirst oneis to implementeachagentin the host of
the correspondinguser which is called distributedimple-
mentationwith static agentgFigure 4(a), messagefn the
figurearethe sameasfigure 2) here. In this case sincethe
calculationfor generatindidscanbe performedsimultane-
ouslyin their hosts,processorsn the networkare utilized
effectively. Ontheotherhand,asdescribedn the previous
section, all the bi d andthe pri ce messagesransmit-
ted betweenagentsand the auctioneersare performedas
network communicationsyhich causedarge overheadn
marketcomputing.

We formulatethis overheadasfollows. Assumethatthe
numbeiof clientsis n., andthenumberof calculationcycles
necessaryor marketto reachan equilibriumis n,.. If the
timeto sendandreceivepriceinformationof goodss TI;’M-CG ,
thetime thatagentscalculatethe mostsuitablesupplyand
demandf goodsis T, 4.n:, thetime to transmitsupplyand
demandof goodsis T¢ ,;, the time for the auctioneergo
adjustpriceof goodsis T, uctioneer, andthetimeto transmit
theresultsof calculationto userss T...s.1t, thenthetime of
onecalculationcycleT,; 4. is givenasfollows.

Tstatic = Ny (T;;irice + Tagent
+Tlid + Tauctioneer) + Tresult (1)

The secondapproachis to implementall the utility
functionsin the hostwherethe auctioneerseside. This is
calledcentralizedmplementatio(Figure4(b)). Inthiscase,
theutilizationof computationresourcés worsethanthefirst
approachwhile thecommunicatiorcostis minimized.

Assumingthetime to sendandreceivepriceinformation
of goodsis T}, ;.. andthe time to transmit supply and

demandof goodsis T}, thenthe time of onecalculation
cycleTeentratized IS givenasfollows.

Cc

Tcentralized = Ny (Tprice + ncTagent
+T(fzd + Tauctioneer) + Tresult (2)

The differenceof onemarketcalculationof equilibrium
time betweenthe caseof distributedimplementation(with
staticagentslandthe caseof centralizedmplementatioris
givenasfollows.

Tcentralized =Ny (T;irice + Tlid
—TC 1)Tagent) (3)

price

Tstatic
c
= Tyia — (ne —

The balancebetweenthe time to transmitthe bi d and
thepr i ce messagesandthetime to derivebidsbasedon
the maximizationproblemsof the agentsdeterminewhich
approachis suitable. In currentnetwork environment,it
is obviousthat the former surpasseshe latter. This fact
makesthe distributedimplementatiorfar more costly than
thecentralizedmplementation.

In the centralizedmplementationutility andproduction
functionsare definedstaticallyin the sameprocessasthe
auctioneerg“marketservet hereafter).Usersreporttheir
preferencen applicationdy sendingcoefficientsto be set
in the functionsto the auctioneersAlthoughthis approach
is relatively simple, the available utility function cannot
be changedwhich preventsthe usersfrom settingvarious
typesof preferencethusthe systemdesignehasto know
all thetypesof userpreference.

Sincethe privacy problemis seriousin the centralized
implementationye examinethe following two approaches
by extendingthe distributed implementationwith static
agents.

1. Remoteagentapproach(Figure 4(c)) : Agents are
implementedn themarketserver but utility functions
andproductionfunctionscanbechangedlynamically
Userssendthe expressionf utility and production
functionsto the marketserver The expressionare
interpretedby theremoteagents.

2. Mobile agentapproach(Figure 4(d)) : A group of
agentds implementecasa mobile agentwhich keeps
utility functionsand productionfunctionsinside, and
movesto auctioneer Userssendtheir preferenceon
applicationgo their own agents.

Thefirstapproactprovidesmoreflexibility thanthecen-
tralizedimplementation.However this approachuncovers
the users’ private preferencewhich is not preferablein
thecontextof themarket-basedpproachesyhereminimal
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Figure 4. Implementation Model

information is sufficientto achievethe optimality of the
wholesystem.

The secondapproachconformsboth of aboverequire-
ments,flexibility andprivacy It canimplementdynamic
changeof userpreferencandnetworkusageby nature and
securityissuein mobile agentsystemshasbeendiscussed
extensivelyin the precedingvork [7].

A mobile agentis a processobjectthat cantravel from
oneplaceto anotheiin themiddleof its executiorpreserving
its context,andcontinueto runin thenew place. A mobile
agentaninteractwith theplaceit visitsor with othermobile
agents.Someof suchenvironmentgprovidea bidirectional
authenticatiormechanismwherethe serversauthenticate
the agentsto protectthemselvesagainstmaliciousagents
while theagentsauthenticatehe servers.

These features enables our market-basedallocation
mechanismto achievethe efficiency and the flexibility
of marketcalculationresolvingthe securityissuethat the
users’preferencenustbe keptprivate.

3.2. QoS Market

ThesystenctalledQoSMarketthatwe implementadopts
mobile agentsto solvethe problemof computingequilib-
rium shownin the previoussubsection.

Below, we explainthe configurationof QoSMarket,and
themessagénteractiongperformedn it.

Figure5 showsthe configurationandthe messagdlow
of the system. The messages the figure arethe sameas
figure 2. The systemconsistsof threetypesof processes
. QoSClient, Mobile Agent,andAuctioneer The arrows

indicatethe interactionamongthem,including the moveof
agentsandtheflow of information,suchasbids, price and
resourcellocation. Their functionalityis asfollows.

1. QoSClient

A QoS Client locatesat eachusers local computer

providesuserinterfaceto obtain preferencefrom its

user A QoS Client tells the usets preferenceand

the usageof networkapplicationto the corresponding
Mobile Agents. It alsoreceivesthe resultof market
computing,i.e., the allocation of network resource,
andcontrolsthetransmissiorof dataperformedoy the

networkapplicationprograms.

2. Mobile Agent

A Mobile Agentincludesa consumeragentthat rep-
resentdts users preferenceandproduceragentshat
representapplication programs, and participatesin
market calculationgeneratingbids basedon current
price information. The move of a Mobile Agentto
the market serveris done only once when its user
startsQoSClient. The updateof utility or production
functionsis done by receiving parametersfrom the
correspondingQoS Client. A Mobile Agentinforms
the current resourceallocation at the end of every
calculationcycle.

3. Auctioneer

Auctioneersresidein the marketserver and perform
the adjustmentf the price of goods. In our current
system,they areimplementedas a single threadthat
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Figure 5. System Configuration

handlesall the goods. The threadjudgesthe conver-
genceof theresourceaallocation,andtells theendof a
cycleto all Mobile Agents.

All thesecomponent$ave beenimplementedon Win-
dowsNT, and, exceptfor the move of mobile agentsthe
network communicationare performedusing Microsoft’s
Distributed COM(DCOM) technology which extendsthe
ComponeniObjectModel (COM) to supportcommunica-
tion amongobjectson differentcomputers

Eventhoughmanymobileagensystemsrebeingdevel-
oped,suchasAglets, OdysseyandVoyager[4, 3, 6], most
of them are basedon Java, Tcl or otherinterpretersthus
are not suitablefor our applicationwherethe overheadn
computations critical. Wedecidedo implementasubsebf
amobileagentsystemwith theminimal setof functionality,
usingMicrosoft'sActiveX technologyaComponen©Object
Modeloptimizedfor anetwork,onWindowsNT A groupof
agentss implementedasanActiveX componentywhich are
downloadedrom the client processe$o the marketserver
andrun asa partof it.

At first, a mobile agentexistsasa DLL file, a Dynamic
Link Library, at eachclient. Whena userlogsin the QoS
Market,theusersendgheinformationabouthis/hermobile
agentto the marketserver Thenthe marketserverdown-
loadstheDLL of mobileagent. Themarketserveiinks the
DLL dynamically andinitializes the mobile agent. After
this, the mobile agentcommunicateshe QoS Client, and
receivesthe information aboutthe preferenceof the user
andapplicationsthenprovidesa consumelndproducers.
In marketcalculationthecommunicatiorbetweerthemar-

ket serverandthe mobile agentis executedby the market
servets calling afunctionof the mobileagent.

Becausg¢hemobileagentby ActiveX is writtenin native
code,to know users'’utility function,which is privacy, we
haveto analyzehecodeby reverseengineeringor presume
from the answersof the mobile agentto variousquestions.
Theseusuallyrequirea greatdealof time, andwe think this
mobileagentis secureenough.

Sincethecomponenbf ActiveX moveswithout context,
we do not asserthat this is an ideal mobile agentsystem.
Actually, this madeour designof the agentinteractionsa
little tricky, andwe think this is a temporary but practical
enoughfor evaluatingthe feasibility of the mobile agent
approach. We plan to adoptother mobile agentsystems
with morerun-timeefficiencyin thefuture.

4. Experiment

Here, we examinethe performanceof QoS Market in
orderto verify the mobile agentapproachto the market-
basedhetworkresourceallocation.

4.1. Settings

To estimatethe systemperformancewe maketwo ex-
perimentsasfollows.

1. Theevaluationenvironmentonsistsof two PCswith
WindowsNT 4.0. Themarketservelis runningatHost
B. They are connectedoy 10MbpsEthernet,andthe



Figure 6. FreeWalk: A Multimedia Conferenc-
ing Tool

datahavebeenrecordedat Host A without the market
server

Two applicationson Host A communicateHost B, so
there are two communicationfrom Host A to Host
B. Thustherearefive goods,which are CBW, FBW,
qaB1, Whichrepresenttheoneof thecommnunication
from HostA to HostB, g4 52, andFQoS.

To estimatethe system performance,we measured
the time for the calculationand the communication
performedn eachstageof a marketcalculationcycle.
This is to estimatethe differencebetweenthe mobile
agentapproachandthe staticagentapproach.

2. Evaluation environmentconsistsof three PCs with
WindowsNT 4.0. The FreeWalk, a multimediacon-
ferencingtool, is runningat eachhost,andthe market
serveris runningat oneof them. They are connected
by 10MbpsEthernetandthe datahavebeenrecorded
atthetwo hostswithoutthe marketserver

In this environment,only one user changehis/her
preferencewnhile the preferencef the othertwo users
is keptunchanged.Sincetherearethreeusersin the
3D meetingspaceiwo networkservicesare provided
to eachuser The userinputs his/her preferenceon
theseservicesasaratio of theirimportance.

Theuserinputstwentytimesarandomratio of impor-
tanceof one serviceeverythreeseconds. A ratio of
importanceof anotherserviceis settherestratio.

To estimatethe systemperformancewe measuredhe
deviationin theresourcallocation whichis causedy
thedelayof marketcomputing.Whentheuserchanges
his/herpreferencethereis alwaysa certainamountof
delaybeforethe new resourceallocationthat reflects
the changeis derived. During this period, network

Table 1. The Times for Each Stage of the
Calculation

Static Mobile

Agent Agent

Approach(ms)| Approach(ms)
Tmoving 0 700
Tprice 86 0
Tagent 0.64 0.64
Tria 86 0
Tauctionee'r 0.2 0.2
T’result 8275 8275
EstimatedTotal
Time of Market 3419.8 95.8
Computing

communicatioris performedusingthe old allocation,
which causeshe datato betransmittednore/lesghan
ideal amountin eachconnectionandto causelossin
theusetrs utility.

4.2. Results

Tablel showsthetime for eachstageof the calculation.
The Tprice, Which is the time to transmit price from an
Auctioneerto a QoS Client via network, is as large as
0.86msecOntheotherhand,in themobileagentapproach,
thereis almostno overheadbecausédt canbe doneasan
inter-proces€ommunicationnsidethesamehost. Thetime
consumedy the calculationin anagentandanauctioneer
Tagent aNd Tyyctioneer reSpectively arethe samein both
implementations. The time to sendthe allocationresult
to QoS Marketvia network, T.. st , IS 82.75msedén both
implementation.

Mobile agentapproachrequiresthetime to moveagents
in the network otherthanthoseshownin Tablel,andthe
Trmoving, Whichis themeartime for amobileagento move
from the QoSClientto the marketserveris about700msec.
This, howeverdoesnothavemuchimpactin theefficiency,
sincethemoveis performedonly oncein thelifetime of the
agentanddoesnot occurin eachof the calculationcycle.

The total time of a market calculation cycle is then
estimatedoy applyingtheseresultsto the equationl and2
in Section3.1. Assumingn,. = 20,thetime of onecyclein
the staticagentapproachs

Tstatic = 20(83 + 0.64+ 83+ 0.2) + 83 = 34198(ms),
while thatin the mobile agentapproachs

Trmobite = 20(0+ 0.64+ 0 + 0.2) + 83 = 95.8(ms).



Fromthis result,we concludethatthereis a largediffer-
encein the efficiency of marketcalculationbetweerstatic/
mobileagentapproaches.

According to the result of the secondexperiment,the
averageoverheads suppressed57.8msecwhich means
thatthe systemachievegracticallysufficientefficiency.

We believesuperiorityof the mobile agentapproacho
the static agentapproachwill not be changedin several
years. Since the size of eachmessagds small enough
comparedto the total bandwidth, the delay in the trans-
missionof the messageare causedalmostexclusivelyby
the network latency Thus, the performancewill not be
improvedmuchevenif the networktechnologyadvances,
becausesuchprogresss usuallyin bandwidthratherthan
in latency

5. Conclusion

The protectionof users’private preferenceandthe effi-
cientcalculatiomarebothimportantin themarketcomputing
to allocatenetworkquality of servicemostefficiently, based
on users’preference. In this paper we discussedhe im-
plementatiorof the market-basedpplicationQoS control
systemwhich derivesoptimalresourcellocationbasedn
users’preferencefrom theviewpointof efficiency; flexibil-
ity andprivacy. To achievetheseobjectives,we proposed
anapproactbasedon mobile agenttechnologyandimple-
mentedhe QoSMarketsystento validatethediscussion.

Fromthe experimentatesults,we concludeasfollows/

1. Themobileagentapproachachievedar moreefficient
calculationthanthe staticagentapproachpreserving
themeritsin flexibility andprivacy.

2. Our implementationsucceedsn respondingto the
changeof userpreferencdast enoughwith the delay
of approximatelyd50ms,andcausesninimal commu-
nicationoverheads.

In this paper we assumedn intranetof averagesize.
Futureresearchwill covera large-scaléntranet,wherethe
performancenustbefurtherimprovedbecaus¢hedelayby
networkshecomesmnoreseriousin the processof resource
allocation.
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