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CAdeI%L\[ﬂ[Z] China |[edit]
Iran [edit] See also: Cyberwarfare by China, Chinese information oj
abroad

e Charming Kitten (also known as APT35)

e Elfin Team (also known as APT33)

+ Helix Kitten (also known as APT34)

« Pioneer Kitten[®°]

 Remix Kitten (also known as APT39, ITG07, or Chafer)l70171]

PLA Unit 61398 (also known as APT1)
PLA Unit 61486 (also known as APT2)
Buckeye (also known as APT3)[39

Red Apollo (also known as APT10)
Numbered Panda (also known as APT12)
DeputyDog (also known as APT17)140!

North Korea |[cdit]

o Kimsuky + Dynamite Panda or Scandium (also known as APT18, a
« Lazarus Group (also known as APT38) « Codoso Team (also known as APT19)
« Ricochet Chollima (also known as APT37) » Wocao (also known as APT20)/2I
o APT22 (aka Suckfly)“4]
Russia [edit] « APT26 (aka Turbine Panda)“°
« Berserk Bear « APT 271491
« Cozy Bear (also known as APT29) » PLA Unit 78020 (also known as APT30 and Naikon)
« Fancy Bear (also known as APT28) « Zirconium*’l (also known as APT31 and Violet Typhoon)
[1] https://attack.mitre.org/groups/ * APT40

[2] https://en.wikipedia.org/wiki/Advanced_persistent threat#APT_groups
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DNS(Domain Name System)
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DTS ERELTERE
1T S5H(TZY)DHI: Edge, Firefox, Chrome, Safari
URLZ ANSEHTTP GETER TT—2%H o> TERR

DIIR—=2DIA—LIZAALE=T—2%FHTTP POSTH°
URLY I Tz H—/\Zig{t

224AT7 2k H—/N\
HTTP GET GicF
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HTTP POST www.example.com + T—%4
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Internet Information Service, Apache, nginx
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H—NBITOYTT DT—HEE2/2)

URLODTRVID/KYETHOTITH—INRADT—ADHMBERT

f5]: https://www.net.itc.nagoya-u.ac.jp/member/shimada/index.html
membersT 4L Y k) (=74 )LF )DshimadaT 1L 7k Dindex.htmlé&
L\ST7AMILEIERE
BUDIOMEIZITTH—/I\Y IR ITTDHRETRE
5: /var/www, /usr/local/www
CHOH=Y TN NEELZIFHRLFH
[2016/kessan.pdf1Z&+&12M2017/kessan.pdf(R AR 1ZFE B Ih 5
[2016/1&ET4L ORI BT ORRTHE—ENRZTLELN(TAL UL
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HTML(Hyper Text Markup Language)

@ Rov—2A: https://www.net.itc.nagoya-u.ac.jp/~shimada /nuilas_info_lit
I7MIE) BE(E) J|R(V) ~LT(H)

717 LOXEDEIFHTML

NEIZ<>TREINDGZTEDIT
TXEBEEZER

{&8mILCSS (Cascading Style
Sheet) TE/

i 1‘:? B | & https://www.net.itc.nagoya-u.ac
e AFEE/HAEFZTE - Murase L... x| 2015FE 155 'J?E'i‘z—i-@éé/

20154 [ 1T <

ZO N0 201 E 1ERR) T —(IE R LBHE
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21 IBBERESMET & B EFHEE=aa i T mEd

WBERBTENUCTIZELET, 27, NUCTIZ—fzdAlEE
HALET,

v

¥

6/16 6160 BE ST IEE,

<IDOCTYPE HIML PUBLIC ~—//W3C//DID HTML 4. 01
“http://www. w3 org/ TR himl4/loose. dtd”>

<html lang="ja">
<head>

{meta http-equiv="Content-Type” content="text/hi
<meta http-equiv= Content-Stvle-Tvpe content="1

<link rel="stvleshest” href="./lecture.css” tvpe:

<title>
JOINERE 1EIR) T3 —(3E%) IEHEREY
titler
</head>

<bodv>

<div class="toptitle™>

20NERE tRER T —(IB%) LBMEERES
<Adiv

{p

CHY T F—U, 20155 1ERY TS —(18F) |
HEFJ:%%{:E?’T CIBROIEER ) T T — (Ii;ﬁjﬁﬁiﬁql
<a href=https://ct.nagova-u.ac. ip/portal >NUCT</
B e RlmiEE ~— =Bl T S,
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HTTP GET

HTTP GET: Dx7H—/I\~A@QaTIYEKR
BiE.JoVY, ZFMAABRLGATATRAT  HELEE
WHEIZIG LTk 95 Cookiet°Authenticationi & D 1E T E (S
HTTP GETAD Oz T H—/N\RIDIEE
AT HTMLIZ 7ML mpAEIE I 7A )L, PDF 274U, 73 E)
FTHUNDRER: REEHFAF. 2OTYDIA(T 5L
WEIZIHC TR iR 3 5Set-CookieZs E D IFHTIE(E
AIRTITVEHEETIEIHTTPTRELTLSYMNIERE(IZZ LY
HMBEREZONLEDKYIE. IGEHNTNWAHRIEZFESI ALY
95472k H—/\

“ HTTP GET www.example.com ﬁ*%; E
. example.comDX— ETi
Ay -
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BRITNILVITRIDERBRA AT+ —L
HTML®Dform#%# % Tposth ETE SN TS (LD FRHR)
AAEBEBIZ[Enameh I EESNTLND(T DFRER)

BREADT+—LA

LT 74— LD SER-BRER IO TOET,
BRI . B SOFAGE BRI L DR TEL
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%é%ﬁ:ﬁm-%ﬁloimzt AR Crel |
HEFIA 2 AR E
sEHEFIA 27 L BRES MR- (41
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TN I LW LAY B I S R

<form method="post” action® “index. phe” enctype- T | +
<input twpe: name:- act ion value=" post "
<input tvpe="hidden” name="irput mail addr” value="">
<table class="common_table” cellspacing="1">

<t

theEEHEFAZFID - == DFEzid<br>
%E#&H?'J,EHJF\TEA SiFESVthe

<t

<select name="id tvpe code™

<option value=”0">-- EBIRLTFZELy --

<option value="razova_id >ESEAFID - =510

<option value="svs_regizt rum »=EIEEFIH - 27 LB
</select>

<gpan class="comment "> FERIK /span>

<br>

<br>

<input tvpe="text” name="id value” value=""
</td>

<t

<t

<thry &</ thy

<tdr<input tvpe="text” name="rams” value=""

F N R

size="20";

size= 207
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CookieBEE:EDFHtEFa!) T4

Tracking Cookie: A& D iE#iZ B #9& L 1=Cookie
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R AVTIOIIR—UANRT LA
(CMS)¢IE#HtEx2 )T+

OAVTUVEEBRT DT TENWNVE DI IR—UFERA]

BB -8 mIETIEWeb Y —/\HITZHEINS
T—AR—=R([ZEFLI=OVTUVEEE IA—IYMIB>TERTR
Electronic Commerce(EFEE|)FHNDCMSEH 5

KRLZCMSEL T 7[1]
WordPress. Joomla, Drupal @ F#| A% 0

=i, fEBEEEEIM TS TILER T EZLY
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[1] https://w3techs.com/technologies/history overview/content_ management
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I BNDIE R DY —/NZLBIEHR
H—EXDIZHE(1/2)

TCP/IP, UDP/IPEFIALI=H—EREH T UMNZHE
BFA—IL
SMTP(Simple Mail Transfer Protocol): A—)LHY—/\fE D A—JL &
&
POP3(Post Office Protocol): A—JLH—/A\IN5M A—)LERAHL

IMAP(Internet Massage Access Protocol): A—)LH—/\ LD A—
IVEE

Submission: A—)LHY—/\~DA—)LiZH
FTP, SMB, NFSIZ&5 77 ILDERERTAHILFT HEF
)E—FTRIMYT, telnet, SSHIZE DOV E 1—2 D =R
RE
NTPIZKDBHEFZIEHE




FBAROY—NZEAPFEHRT—ERADIR
#t(2/2)

BHIZEREt SN =Y —EXIEEXa)TsLDEENRHH-TE
%Iib“ EXIZFEHoTWAEDZLNEVDIEFIFAZL)

Bl BEEILSNTVVEWNWNART—RARV L LERNSIYESRR
telnet, rsh — SSH
FTP — FTPS, SSH(SSHY 7 tv+kMSCP, SFTP)
POP3/IMAP — POP3S/IMAPS

Bl: ZHLZHRANETEOMTETTRZ
SMTP(VZAT7 k&S —/ADREIZHLNT) —Submission
EIFEZA.BAO7ORILNEEFATIZTHDIKRELGD
T.wIETIIHTTPS(+QUIC)Z T EICAWLVSEHIE
{5: DNS over HTTPS, SMB over QUIC
ELVOM., FmIElEH PS5 —E ADHTTPSIE SN TULI{ER]
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YR —O EDRYEYZERFRIELT
Jb—C‘ﬂT’L\AI\

Wireshark[1]Z A4 AF—ILLTESDEEFR THELS

(M ]ipaddr==133612

No. Time Source Destination Protocol Length Info

]i 5231 143.507923 10.120.59.222 133.6.1.2 DNS 78 Standard query @x0003 A www.nagoya-u.ac.jp
5232 143.511177 133.6.1.2 10.120.59.222 DNS 194 Standard query response @x0003 A www.nagoya-u.ac.jp A .
5233 143.511864 10.120.59.222 133.6.1.2 DNS 78 Standard query ©0x0004 AAAA www.nagoya-u.ac.Jjp
5234 143.514419 133.6.1.2 10.120.59.222 DNS 131 Standard query response 9x0004 AAAA www.nagoya-u.ac.jp

Frame 5232: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface \Device\NPF_{C6C16421-8@DE-417D-
Ethernet II, Src: Cisco_8d:a5:ff (00:cl:64:8d:a5:ff), Dst: IntelCor_59:90:20 (88:b1:11:59:90:20)
Internet Protocol Version 4, Src: 133.6.1.2, Dst: 10.120.59.222
User Datagram Protocol, Src Port: 53, Dst Port: 62488
v Domain Name System (response)
Transaction ID: 9x0003
Flags: 0x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 3
v Queries
v Www.nagoya-u.ac.jp: type A, class IN
Name: www.nagoya-u.ac.jp
[Name Length: 18]
[Label Count: 4]
Tvne: A (Host Address) (1)
SLLE] 2d 75 02 61 63 02 6a 70 00 00 01 00 O1«:N’le cj precc:

00 01 00 @1 00 @0 @1 2c 00 04 85 86 52 58 O 10 , RX [1] https://WWW.WireShark.org/




