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[1] https://japan.zdnet.com/article/35116774/
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RAT(Remote Administration Trojan)
ARINADTT INVIRTHERR RYbR YR ISAT U DFHE
AVA=ILENTWBT7 T DEE(EMEELE)EMFRLTILNS DY
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Potentially Unwanted Application
(PUA)

B RN EENEEFIIECLZVLEGEERD)Y—XILEET
B)D., FIRAEICRT A ERITHENY TR OT
TEox7
LEZFREIZRR(T IR SEBZET(T 74 ) TA ML ET)UNEE
[ZD%IF5
FIVEEDAVA— LI EBY IR 7 ELTAREHIEZ L
HWEL FDERZERTH7T1)

HWEL EIZERL-ERTEADITEZSGRLTE—Y T4 T i
L2 DT YT BIETIREZHITI=YED

(FERDEEEL T, )GoogleMChrome Web A7 (X JZELT7 IR
§OT —FNDIEMERZFIAT A EIN A ELOTLNS[]

[1] https://it.srad.jp/story/19/06/06/0436222/
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Kaspersky: Trojan-Ransom.Win32.Agent
AVG: Trojan.Generic35

512

AVGIZ. Trojan.Win32.Agent. Trojan.CoinMiner.AKQ.
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Kasperskyld £ &k Trojan.Inject2. MDEIZ%>£8
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VirusTotal T JIL 7 DH:F

T7AIZRLTRRRETUOFIAIVADERERAZENTES Y AF
TILOIT7LHLEYETYIO—KRLTHREZRY
#ﬁﬁliﬂijtl,ﬁuﬁiéhé@ﬁ BE>TEEI7MILETYy7A—F
LAsLy

URL(WebH—/V)[ZxLTHEEML TN D
ELVOM, BEIBELIKEILTLVS

INYD B FAY IPTPRLRIGEENSD N AEEL T8

A B st Fad 2 Ak L<dhaER VirusTotal |C20 T 0T SE ]

S total

VirusTotal (3, SERLANZ 7 ILY> URL ERR 0 SEint -2 7TT, DAJL2,
D—i, FOAGHRE, HS0EEEDT)L D1 TEREREWSETEET,

B orrll @ URL Q t#3

FrALVEERLTLEEA 77 EZR
IrA DR - 64 MB

A& ED ) 0T el T, B EAFRENICRIELIERAL., 2O 07)1%



VirusTotal[Z< Loz 7% L (F1-4I

ve= LW LGl
SHAZSE:  Sh3afacl13BaBh?fiS1h7arc]dd9ehad152885ed4142f5chahadScddelcihch
Zri&:  TBlpdate.dil :

=
M 34/ 66 .r2 0

sirEeE:  2018-07-24 00:26:10 UTC (2 8R4, 15 480

B SR @ T O XHEE O ENER L b o Qs

TANARES T+ R ®HAE

Ahnlabv3 PUPAINIZ Agent. CT730310 20180723
Antiy-As L Trojanfin32 TS Generic 20180724
Arcahit PUP.Adware.ClientConnect 20180723
Auast WindzZ.Adware-gen [Adw] z0180vzd
PAYE Win3Z:Adware-gen [Adw] 20180723
Avdare Caonduit (fs] 20180723
Ekawv W32 HisAdware A5D5 2Me0ye3
CAT-CluickHeal PUA.Clientcann1.Gen 20180723
Clamay Win.Adware.Opencandy-37 20180723

Comodo ApplicUrwnt 20180723



VirusTotal CIP7Z KL X%

(1/3)
>

total

IRLIE.SHIL. 110 P 7RL X 1E$R

@ Geolocation

Country

Autonomous System

us

£ Passive DNS replication

13335 (CloudFlare, Inc.)

=4 L 7= 451

VirusTotal's passive DNS only stores address records. The following domains resolved to the given IP address.

2018-07-23
2018-07-23
2018-07-23
2018-07-23
2018-07-22
2018-07-22
2018-07-22
2018-07-22
2018-07-22
2018-07-21

bital

artribune.com
positivemed.com

ajtmh.org

www.ajtmh.org
www.aminus3.com
www.divinecosmos.com
divinecosmos.com
wordpress.divinecosmos.com
www.artribune.com

controradio.it



VirusTotal TIP7 kL A& R 7=l
(2/3)

A Latest detected URLs

Latest URLs hosted in this IP address detected by at least one URL scanner or malicious URL dataset.

1/66
2/64
2/65
1/65
3/66
2/66
3/65
3/65
3/65
2164

et

2017-12-01 01:26:34
2017-09-07 12:11:06
2017-07-30 07:25:38
2017-07-28 08:28:49
2017-07-27 13:22:57
2017-07-22 10:51:54
2017-07-08 03:55:53
2017-06-21 09:29:40
2017-06-19 01:10:24
2017-05-29 19:39:36

http://www.controradio.it/

http://sbotogel.com/DL/sboapps.apk

http://clouda.chromeinform.com/

http://cloud.chromeinform.com/

http://cs.chromeinform.com/

http://chromeinform.com/

http://cs.chromeinform.com/v4/report/ST1000LM014-1EJ164 WT772S5VRXXXXWT772S5VR?action0=dll.57
http://cs.chromeinform.com/v4/report/HitachiXHTS545050A7E380 TMAS5DTFOTRN2POTRN2PX/
http://cs.chromeinform.com/v4/report/HitachiXHTS545050A7E380 TMASSDTFOTRN2POTRN2PX?action=
http://cs.chromeinform.com/v4/report/ WDCXWD2500BEVT-75ZCT2_WD-WXE908UKJ178KJ1787action0=

& Latest detected files that were downloaded from this IP address

Latest files that are detected by at least one antivirus solution and were downloaded by VirusTotal from the IP address provided.

7161

2017-09-07 12:11:13

88819fda9664070cb0f01f3a1a584e8a3a55a89670a228abba30845e33ef2b19



VirusTotal TIP7 kL Xz 5E{di L 1=l
(3/3)

& Latest undetected files that were downloaded from this IP address

Latest files that are not detected by any antivirus solution and were downloaded by VirusTotal from the IP address provided.
0/58 2018-05-26 18:00:24 3550474f9a466ace7857064d81db50a25ba7c81de043bc9di8289bd90e32e411
0/60 2018-04-03 20:01:35 224546ee41f8aacc21cb2067284a16ce5fffd04bbf7 9a5e4fc04c810dfe6ceb7
0/57 2018-01-01 11:31:50 35e4356acfafa075498d87f41081210360dcc725691c54d9f03afdf48f6903f0
0/56 2017-12-13 13:22:18 efaea528fbbeb0987dd3ee02c095923fa2d4980c3870d534966a88206eff9212
0/56 2017-12-13 13:22:15 cd4e1ddede59740b607 ccf3def3db28fdb638c34dc9171af80dc37d10a9a021b
0/60 2017-10-17 02:00:05 5fecebb6ffc86f38d952786c6d696c79c2dbc239dd4e91b46729d73a27fb57e9
0/57 2017-08-02 21:47:14 e5cc9085538db5f3564674fbaafb0195fe04f89a11b76950e2af61ed745a39bc
0/56 2017-05-29 19:39:39 4f8bad3c1ee127eb3011f2b5fe3b754ceb566b000b558d252bbb4c87834de9a8
0/54 2017-05-11 10:42:29 8b5ccAdf7eec7d32a7814ecadaf047ae33b2d52342667715682e19¢c25b0bYfaa
0/56 2017-04-11 13:49:29 ¢12f6098e641aaca96c60215800f18f5671039aecf812217fab3c0d152f6adb4

A Latest undetected files that communicate with this IP address

Latest files submitted to VirusTotal that are not detected by any antivirus solution and communicate with the IP address provided when executed in a
sandboxed environment.

0/0 2018-03-26 00:45:10 a1lfdaeee9a18b1f71dd5c9283656b172aa14fbafc994cbeb413a053c9df264 3f

N Blog | W Twitter | &% Contact us | & o —t 2FIH#EM | & T517/8 — R —
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(VirusTotal—E RD #3211 T. DY —E XA LK
DHLHTE?)

DY —EXTIE, BAFERZIFTTEL TILDT T DEE)

T—RAEEBIRTT B+rahidho1=Ud 5

(&, 7y7O—kLI- AR E#ETBAVMTEITA R4
B[ CRAREEITTESLIT T ETHOTOEXDPAPIOEY
HLDERINZERBRIETEHVAV DB EATIN YT S
A—HEZBFTRERNSZoNSIY—ERELHAD T, FmElYD
TSN TEBASMBLLVIEBTLTHAZDLHY

77 O—RL-#AEAOHETERIE. Y —EXFBEDRET

HEINS
DA RAEZTEESE-ERZR THETES
FRATIERICEBML=2Y THRELTES
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I FRy I AVMY—E X D

R AT
(1/3)

ANY .RUN: https://app.any.run/
RITI7MNVZ10ERTL. oD T 7 A )L WS ERA
DBEEDHBRZRLHIENTES
BERTSUTEVRY, ZTHEREIHXEINS

tMOFRAENETLEERIVRLIENTES

HESNTWBAETHRICFT HIF(RILOI T DIEFE. 7ILOT
J73)BEE)EINTINS

fREIFEDH—E XELTYOMI by YORO!
(https://yomi.yoroi.company/)&hH

RAFAEMBIEANY. RUNTDEITDH
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EETRAY U FRy I AVMY—E X D4l
(2/3)
FEATAVMDIEFEEEIR

Create a new task Pro mode

1. Type URL or upload a file

The uploaded file should contain an extension or otherwise use the
"Change extension to valid" option in Pro mode.

2. Choose an operating system

|/
Ay

Windows 7

32 Bit » » 64 Bit

432 Run a public task

18
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AT RY YRR yY RVMY—E 2 D4l
(3/3)
E{TfRERTRS

»

HTTP Requests Connections DNS Requests 1| Threats
Timeshift Status Rep Domain IP

701 ms | Requested ? forces.fast-mir.ru P Addresses not found

NETWORK

=

MD5: 269FABA9BB1FC3F97BAF749E88C16A61
Start: 19.12.2023,13:56  Total time: 60 s
Win7 32 bit + Add tags

Indicators: I @

¥ Get sample & 10c ) Restart

Lnew J
Text report Graph ATT&CK ChatGPT Export =

Processes

¥ | 2408 @ sampled.exe

MOVE YOUR MOUSE TO VIEW SCREENSHOTS ®

History

~soon

o € > ® sampled.exe tear

: @® sample9.exe
7 32 bit L

»

HTTP Requests Connections 4 | DNS Requests Threats
Timeshift Protocol Rep PID Process name CN Domain

Profile UDP ? 192.168

NETWORK

UDP
UDP
UDP

Pricing

FILES
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BEDAFTvITavk
250D EDHEIZAALI=IFERAEE
XHADT Y IENHELTRAF YT ay b ERBIET, YTITT
F— R—FGEDEZED) I LI-IEHEZE A BE
MIILI=V b7 THLT 5O L TEMET SHJavaScript
*X—OHh—1H5d
EERLEHmRZzERS_EE
TI)r—2a  DERIRHRERGFEI7AIL
REEEA Y a3V DOHTTP Cookie
NV aAlEEINT=/NRT—F
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LB HREIMA(T7AMILERS)

SERRGEIT7AIVEGIT HED

FOFILIAYITRDI 7 DEFEDHE

SEMER 7O ADFHIEBEREZXFDOED

AT LHIEHEENSEBLTRAYN ) —IREERLE
f5: DNSEBEEZEE N HADNSIZH T3

YR —0 L TORE: NEIAND(RED )EH EE DR
f--L. BELYEEAINIZE =Yz TiE-T=Y
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ETZRITHOTHEGE DEMFZEINS

B TlE. PCHIF THKMAAB R PIOTRD R YT —2
5547V LFIREND
2016 IZEERE Lo T=MiraisZ D HEFELE

TO—KRNAVRIL—2ENTS O—/NNILIPFRL RAZE-STLNA A
AAHREDTELIBONE(TYITT—RLTULNET H?)
HLODE RIZEBREHRBENLH-TELT YT T—MEHLALESHE

%l T EE
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INVIRT7R(EOALMDRER)

PCEZZEIRIFEIELZLIICEOZTRAITS
EFRIZEILNTLVASSHAORemote DesktopZZF|HT S L%
I =EWebH A ML TS Webd )L (WebR—UZUNIXS )L

DCUNBKLEHLND
FOA DK E(Trojan Horse)&+,m

HENS

PCHEZVIIT7EBEHATF AR ORYER YLD AT H—/ 1\

EICHERHAINSED

BEDIVIATUNMIENELYE, o TSI EMNSHLIZEALLE
LD T RO IO AELELY

BAHARICLTSOEDEBEIETHILED
ECENDBRALEILSIMI—FDEREN

< m;



IV T EHE LRGNV IET

HLELEDH DNV IRTERILVD I NERTAHIELH D

BFLOJAIDEDHBHIT7—LITT
0TRDTNAATLIXLIER D> TRHIEIZHES
NT(FRERADELEN)TH-YERNEYSIEMho1=Y. ..

VAT LBEERICERLE-—RB7ho Uk
F0O—/N)LIP7RLRZEY B TTULVRLMEERIRRESELNVS LT,
FLELHBIDENRT—REFELE=-DZAFEBFIELENS
BRTELSLHTH, BEFKRBELE-ZEE N E-THEHLENZL =Y

(FIXIFIFENDN..)OSHTIAHILFNRE TEET 5 —E
ADFEZHSHELTEDT IAILNT HOURA. .
(MEINT=HEFEEL/ NV IR T EE A ELHELY)
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RAT(Remote Administration Trojan)

FOAMDKRE. \VIRT7 . RICRINISATURDIHERR

BN 2T TRENLX., [FHRGE. BEEDEFHEE.
(BT EDENVMEZTS
BRI, B AERATA B A5 BRI S BB (LD B 1
LB




KRR RAT D #EgE

A= iaybk, BFE. WebAWASDERD I
FOTATIER—bD R
F— ANRERHRDULEE
FHWLWTWAI/VEODEE
INAT—FDEHE

LOXR), 70€R Y—EX  TINA R AV A=ILEN
TWAT7IYr—a e

T7AIVIER. RIFICZHDI7AILBEIDEIT
JE—F T )LDEST

H—/\DHEHHF

BEOEH. BiEE). T
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FREEARATELT(EH LEEBEADTELGE) . RTI=HFRY
KJ—H 2D, ESAHShinoBOTEZE->TABILTLYS
EHAINAENES . BIZShinoBOTEHEHR D4 R My T IZH S

L.C&CILETE s"inanT N
O O

ShinoSec Suite&
LS., HEss & F : :
ALTw/LY 7% IWHAT iS5 SHiNOBOT

52 L) 5&{,\ P I:l “j/ \o ir:lxgtleiure that you can detect an APT

s YES or NO, which , try ShinoBOT; this i
1lE J'JjZ 75\ E) 1$ Eﬁ—c{% BOTocr)r ﬁsli;i\;:;orr?or slz::jurity o
é :I:% :b assessment, pentesting.

FERTURES
Hﬁ 55 'li O) %E 'b ¢ RAT features

EXD|OIt7_'7( I‘—G lj: N o Execute any command
Metasploit®, & £ © Upload any files

o Download any files

| ‘* 40U GOT

2e)

o Take a screenshot httpS//ShanbOtCOm/



s | Ay (RS My i Ny s i

EDLEBANISUY LD I 7RG EERGEER EERH
LI=&OT. WENSEILTLVS
ZALELEBEEH- YN T YT L L THBIEE-S-Y
Evkaq WG NI LR R—ALTHhE =Y
SoH L7 TIHHONAIERZ8H HHE
Rl EFAILTZEDMOEE#SRZICEZEOGHANM DTS
T THROEFIVATLIIEFLEAESETIEFS
A5 AV TR AT LI FLEHESHIEFS
X A)TAT VT T—rEPYIWMEHIAH D AT LR
2T HERE
RRDEFNILT R, TIEOEEHER. 5L

‘12:\:1')7'47 W T— F%JEFHT%)T'&DOD)‘/TT/ZFH PCXO7yT

—bT—3ZF ANTZUSBAERMNDREETLHIENS
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=EEL-ZY LT

RENSUYLIIT]
I7AIEESIEEELIZ. D7MILERZAEITERHL. [RELTE
L<GEITNIE...1&5E
RBNLERDBEHREFS=OIC. RATZFE>TERGEBHALT—F
[ZEh1E
2020 LIRGIC1E 2 TE=RL
BEABDEFRTEEI S0V LT
SUY LT T7IZCRATHEENENSN(EN D), HEEDPCEED
MRFERDODOEMICE R
RaaS(Ransomware as a Service)® H 1]
(RATERIFRIZ, )iEYAHF YIS Y —/INETHDH—E R/\wi—
UEIREL. BRED—IEXITES

[1] https://www.macnica.net/pdf/sandj_ransomware.pdf
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Web proxy (3 4F I ZHEL - -

FHEEAYZ L % % P L
=] [j:Web/\—/O)iE—‘v Y Web DNS I—I)L Webuproxy
LalhOBERLHL N e v v
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RILDIT DEYAAHING—2(1/2)

BIENLDA—)L
BRIETIE, A—ILIRY YRR A—)UITRED RS TH I Emoteth EERE
KIRIZHAT B EIFTFoTETWebh oD FE oo O—RKh il
JavaScriptZ =TI TA U A—REETT
Windows PowerShellZzii6 EIF T U A—REETT
Microsoft Office DYV OEEITIETHA YU O—FEET
2—)b7547.‘/|~0)1?'c%‘\3—|3¥ﬁ[1]ﬂﬁi%ﬁ'l‘i’é?ﬂr)%ﬁ'l%%i%h
TITIVARTIZINRATFE S
BRETI)ER=ARITRILOITZE/\V L= ED
ZaA—RATEBIZEST-WITHL T BERIZESHELELIEYT S
oS4 SETRBIZE>1=ZoomEMN Z o= (FRiL =& ChatGPT)

[1] https://piyolog.hatenadiary.jp/entry/2020/04/23/123730
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RILITT DiEYAAINF—2(2/2)

WebMoD A HraO—k
KRS f-WebH A b oELf or Web/LEIZEENTE A
4% 2[5 45 (malvertizing = malware + advertising) (X1 2 2EMIZdH S
ZE 4 JavaScriptF{F > T O—R#RT A Z LN
TS24 DiEBEHFRALELEFEH D
AWebHY A MIFBELT(REDWebT A rDT7T)FEH->T)EET
REAIO—FN\URIL—2DEHEMERMN TERESNT-EHIL

UmR 2L T /M AR H
USBAEYIZTILD 7 ZE AN TAuUtoruns 5D I W BN AE
R BE DR SANPCT7— L T7EIH>VEH S
B —J ILRNICIRFESFY TR THRELREIYS5H[1]

[1] https://jp.techcrunch.com/2019/08/13/2019-08-12-iphone-charging-cable-hack-computer-def-con/



34

I,

AIA—ILT AV REESEoND?

TEGY
L GEA— LY —/NFILTAH(ITIORY—E X TEEF?)
BT [EGMailhispam#|EEELLL=D T, SHITESHE
X )T DRPBENT)—A—=)L7FLRZFIRT 5
ETHIMELGDET)—A— )LTRLRAY—ERA T ETSVIYRMZ A
nonfzt)
B OTARYY
GmaillZE A v—713 D) —A—)L7RL XD FIFE
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