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CAdeI%L\[ﬂ[Z] China |[edit]
Iran [edit] See also: Cyberwarfare by China, Chinese information oj
abroad

e Charming Kitten (also known as APT35)

e Elfin Team (also known as APT33)

+ Helix Kitten (also known as APT34)

« Pioneer Kitten[®°]

 Remix Kitten (also known as APT39, ITG07, or Chafer)l70171]

PLA Unit 61398 (also known as APT1)
PLA Unit 61486 (also known as APT2)
Buckeye (also known as APT3)[39

Red Apollo (also known as APT10)
Numbered Panda (also known as APT12)
DeputyDog (also known as APT17)140!

North Korea |[cdit]

o Kimsuky + Dynamite Panda or Scandium (also known as APT18, a
« Lazarus Group (also known as APT38) « Codoso Team (also known as APT19)
« Ricochet Chollima (also known as APT37) » Wocao (also known as APT20)/2I
o APT22 (aka Suckfly)“4]
Russia [edit] « APT26 (aka Turbine Panda)“°
« Berserk Bear « APT 271491
« Cozy Bear (also known as APT29) » PLA Unit 78020 (also known as APT30 and Naikon)
« Fancy Bear (also known as APT28) « Zirconium*’l (also known as APT31 and Violet Typhoon)
[1] https://attack.mitre.org/groups/ * APT40

[2] https://en.wikipedia.org/wiki/Advanced_persistent threat#APT_groups
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[1] https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/
annual-internet-report/white-paper-c11-741490.pdf

[2] https://www.cisco.com/c/dam/m/en_us/solutions/service-provider/

vni-forecast-highlights/pdf/Global _Device Growth_Traffic _Profiles.pdf
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