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[1] https://www.npa.go.jp/publications/statistics/cybersecurity/
[2] https://scan.netsecurity.ne.jp/
[3] https://www.ipa.go.jp/security/10threats/10threats2026.html
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[1] https://www.sophos.com/ja-jp/content/state-of-ransomware




IFATHESNTLDELD?

WEHAIDER
FWLWSEINL YA N—INEBNE RARRELESTHEY., 5IEHcEDR
AILKLTLS
HoTELDERNYAN—KRENERTHAZLERERHLT-

HEE R DR
WMEEWNRELGDHER AT LOFHRY—ERFANIEZ T
DXTHUEHEDOEIZ EA A, KEEAEZ TLEST-
SHIZESE VATLNEELTHER CHEHHEINEZ S
— AT, AHBOEROLEIP>KYELMEFELL
HE/INK/FKEE D RELERTEZEHITEL

M FRGEELEHZ LT HDICHEMENNTTERRLTELDT,. <
[CEASTENDIELAI=ELFRIEH S

MEICEFHZHEL TLLKLAMEL

BEAICE. KEXEBBRIIBENSDXEARDEBREETLES
OO TEENESEIZTNIEH AN —HENEDEBRELEHSFS



RETIE, EHORTEERI/\YI(ZD
INTULVBIES IL—TH %)

CAdeI%L\[ﬂ[Z] China |[edit]
Iran [edit] See also: Cyberwarfare by China, Chinese information oj
abroad

e Charming Kitten (also known as APT35)

e Elfin Team (also known as APT33)

+ Helix Kitten (also known as APT34)

« Pioneer Kitten[®°]

 Remix Kitten (also known as APT39, ITG07, or Chafer)l70171]

PLA Unit 61398 (also known as APT1)
PLA Unit 61486 (also known as APT2)
Buckeye (also known as APT3)[39

Red Apollo (also known as APT10)
Numbered Panda (also known as APT12)
DeputyDog (also known as APT17)140!

North Korea |[cdit]

o Kimsuky + Dynamite Panda or Scandium (also known as APT18, a
« Lazarus Group (also known as APT38) « Codoso Team (also known as APT19)
« Ricochet Chollima (also known as APT37) » Wocao (also known as APT20)/2I
o APT22 (aka Suckfly)“4]
Russia [edit] « APT26 (aka Turbine Panda)“°
« Berserk Bear « APT 271491
« Cozy Bear (also known as APT29) » PLA Unit 78020 (also known as APT30 and Naikon)
« Fancy Bear (also known as APT28) « Zirconium*’l (also known as APT31 and Violet Typhoon)
[1] https://attack.mitre.org/groups/ * APT40

[2] https://en.wikipedia.org/wiki/Advanced_persistent threat#APT_groups
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[1] https://www.ipa.go.jp/security/10threats/10threats2025.html
[2] https://forbesjapan.com/articles/detail/29551
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2017-2023F Dy T —U 4T /N A RIENN: £91.565[1]
¥ IZM2M(machine-to-machine) 7 /\ 1 AV B LB EREF HH 5
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[1] https://www.cisco.com/c/en/us/solutions/collateral/executive-perspectives/
annual-internet-report/white-paper-c11-741490.pdf

[2] https://www.cisco.com/c/dam/m/en_us/solutions/service-provider/

vni-forecast-highlights/pdf/Global_Device Growth_Traffic_Profiles.pdf
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YR —O EDRYEYZERFRIELT
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Wireshark[1]Z A4 AF—ILLTESDEEFR THELS

(M ]ipaddr==133612

No. Time Source Destination Protocol Length Info

]i 5231 143.507923 10.120.59.222 133.6.1.2 DNS 78 Standard query @x0003 A www.nagoya-u.ac.jp
5232 143.511177 133.6.1.2 10.120.59.222 DNS 194 Standard query response @x0003 A www.nagoya-u.ac.jp A .
5233 143.511864 10.120.59.222 133.6.1.2 DNS 78 Standard query ©0x0004 AAAA www.nagoya-u.ac.Jjp
5234 143.514419 133.6.1.2 10.120.59.222 DNS 131 Standard query response 9x0004 AAAA www.nagoya-u.ac.jp

Frame 5232: 194 bytes on wire (1552 bits), 194 bytes captured (1552 bits) on interface \Device\NPF_{C6C16421-8@DE-417D-
Ethernet II, Src: Cisco_8d:a5:ff (00:cl:64:8d:a5:ff), Dst: IntelCor_59:90:20 (88:b1:11:59:90:20)
Internet Protocol Version 4, Src: 133.6.1.2, Dst: 10.120.59.222
User Datagram Protocol, Src Port: 53, Dst Port: 62488
v Domain Name System (response)
Transaction ID: 9x0003
Flags: 0x8580 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 2
Additional RRs: 3
v Queries
v Www.nagoya-u.ac.jp: type A, class IN
Name: www.nagoya-u.ac.jp
[Name Length: 18]
[Label Count: 4]
Tvne: A (Host Address) (1)
SLLE] 2d 75 02 61 63 02 6a 70 00 00 01 00 O1«:N’le cj precc:

00 01 00 @1 00 @0 @1 2c 00 04 85 86 52 58 O 10 , RX [1] https://WWW.WireShark.org/




kD —o LMY EYZERIRIELT
B THI=LAAN(2/3)

WebT S Y DRFEEY—IL TWebBEZR THELD

= Google Scholar
g 77 7o I0ORER +9, HEHEZEMN
BEDQRXICIZA—T> 7o EINEH HEEZOBRBIDD £
TFohTuwET,
a SENI
r; o Elements Console Sources Network Performance Memory  Application  Security Lighthouse >>
@ @ Y Q O Preservelog Disable cache Nothrotting ~ & 1 &
Y Filter O Invert More filters ¥ All  Fetch/XHR  Doc CSS JS Font Img Media Manifest
| 200 ms 400 ms 600 ms 800 ms 1,000 ms 1,200 ms
- VRN, f— =
Name Status Type Initiator
citations?hl=ja&user=1UYWNYoAAAAJ 200 document  Other
2 photojpg 200 png citations?hl=ja&user=1UYwNYoAAAAJ:105
4 photo.jpg 200 png citations?hl=ja&user=1UYwNYoAAAAJ:105
cleardot.gif 200 gif citations?hl=ja&user=1UYWNYOAAAAJ:105
2 citations?view_op=medium_photo&user=1UYwNYoAAAAJ&citpid=1 200 jpeg citations?hl=ja&user=1UYwNYoAAAAJ:105
sprite_20161020.png 200 png citations?hl=ja&user=1UYwNYoAAAAJ:105
scholar_logo_24dp.png 200 png citations?hl=ja&user=1UYwNYOAAAAJ:105
spinner.gif 200 gif citations?hl=ja8user=1UYWNYOAAAAJ:105
# favicon.ico 200 X-icon Other

a |
v

®® i x

€3

Socket Wasm  Other
1,400 ms 1,600

Size Time

509kB 313 ms
04kB 274 ms
1.0kB 450 ms
0.1 kB 21 ms
108kB 928 ms
31.2 kB 57 ms
49kB 55 ms
1.9 kB 54 ms
3.9kB 20 ms
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FYRT—U DY EYZERIHIELT
RTHTF-ULY A (3/3)

Web7 595 DEFEY—IL TCookiex R TH LD

< [0 Elements Console Sources Network Performance Memory  Application  Security Lighthouse  Recorder
Application < C Y Filter =k X (D Only show cookies with an issue
D Manifest Name Value Domain Pa... Expires / Max-Age Size
o . __Secure-3PAPISID JATRIJu< .google.com / 2027-05-21104:52:34.436Z 51
©x Service workers
g st __Secure-3PSID g.a000¢& MEnmv... .google.com / 2027-05-21T04:52:34.438Z 167
orage
g __Secure-3PSIDCC AKEyXz ’nMTU... .google.com / 2027-04-30T13:17:15.802Z 92
Storage __Secure-3PSIDRTS sidts-Cj '8CLFsK... .google.com / 2026-04-30T13:23:44.347Z 101
» BB Local storage _ Secure-3PSIDTS sidts-Cj '8CLFsK... .google.com / 2027-04-30T13:13:44.347Z 100
v B Sessignstorage AEC AaJma5s IAM_N... .google.com / 2026-10-01T04:14:51.181Z 62
, APISID J4qwDv .google.com / 2027-05-21T04:52:34.435Z2 40
» B8 Extension storage
= GSP LM=17¢ scholar.google.co... / 2027-01-09T06:25:33.030Z 35
IR HSID AyrWic google.com /  2027-05-21T04:52:34435Z 21
v © Cookies NID 531=Kn OIERO4... .google.com /  2026-10-30T13:05:58.473Z 755
& httpsi//scholar.. N sapisiD JAfRiJue .google.com /  2027-05-21T04:52:34.436Z 41
Private state tok... SEARCH_SAMESITE / 23

S
8 Interest groups
» 8

Shared storage

531=Kn

& Cache storage 1y4XGo
Storage buckets gqcFQC
gxzxWXx

Background services mprmV:
7P1VCC

8 Back/forward ca...

1:], Background fetch

CgQlwe

Cookie Value (] Show URL-decoded

.google.com

2026-10-01T04:14:51.181Z



[ RIEREIEFDERIT7 VI T—hk

https://www.net.itc.nagoya-u.ac.jp/member/
shimada/2026info_sec _lit1/slide/lecture0501slide.pdf
RAREFEE(ZDOWNTTZYITT—F

29



A

ERLLDEE

O)ﬁL‘FnJLO—Ct IIEDK?

RSAWECRIZEFIVE1—ZIZTHLVEEHONTLNS
ELVONEFIAVELI—FAERIEITNIEL. . IGEEREIZTSh S
IS D& N B2 E &R
IR CERIEDEFEYRE(103~4)+aTIX, IREABHREIES TIZ
EFASNTOIEYNEDIESREAELDITEE(10TELE)
ETFEYMIZIEOTIZREETFIREDOMEFLN R EIAIZE#E
EUHZAT . EVFRZRCTNIEHDRKLKXTIE? (TIWLWITL1470
RXIL—HVELRY)
REMICIIRMEFIVE2—FEB((RRAMEFES. PQC:
Post Quantum Cryptography)IZF81T
KEINISTH2017FIZPQCIZZE{L ZBAIR . 2024/8|Z3F& 5 ZxE E[1]
ML-KEM(#35#:7)L51) X L), ML-DSA(ETFZE42)
FiHELTSLH-DSA(BEFE®). IZHEMENESIFEHY

[1] https://lwww.nist.gov/news-events/news/2024/08/nist-releases-first-3-finalized-post-quantum-encryption-standards




31

[HAIN—IRBEIILIDTT |7V T T—
»

https://www.net.itc.nagoya-u.ac.jp/member/
shimada/2026info_sec _lit1/slide/lecture0508.pdf

TILDTT DEYIAAHINFI—IZIBEE

IKERAISEIMEE (2D —9 7 IS4 TS IT 595,

RE-SEY EHZIEED

@Y —I\~ADFEE/N\NF—2DIEMN

(LN B)E R RAINDIEZE D BN
NETOMLDNNOKZDEEBEA~DEM

(WD B)E B RAIDH A /N — I /[H#EFI F DN




32

TILITT DEYAFHISB—2(1/3)

BENLDA—)L

A— LRI AN A—ILIZRIEDF, THI Emotet N6 6T EH)

KIERIZHRFAT B2 EETFoTETWebh oD E o O—kHRZ
JavaScriptZ =TI TA U A—REETT
Windows PowerShellZiis EIF TA DU O—REELT

IO INEFEITEITINAClickFixhAN KELRREIZ() T3 EISHE)

Microsoft Office DYV NZEETIETA VU O—FEEST

BRI EDRRAFTOYEYDHASAHRFEE>TA—ILTIEYAH

TIVARTIZHNIAFETES

BET7I) U =ARIPUIRBEERTIILOD I T E/\ILE=Y%
TIT)ARTIZERE
Za—ATEHBIZHEST-MITH LT, BERICZLHERELI=YT S
A SAL i TEBIZ - Zoom(@20204F )& A ChatGPT(@2023
F)eh



33

TILITT DiEYAHI8F—2(2/3)

WebMoDA 2 A—k
KRS T=-WebH A b SEEforWeb[ A& ICEE N TE M
4% 2[5 45 (malvertizing = malware + advertising) (X1 2 2EMIZdH S
BRI TESEIST o O—REEY, ClickFixIZD7%(IF1=Y)
T5540DE5EMFIBELZ\({H: Java)
BWeb YA MMIFELT(RFEDOWeb YA rDT7 T EE-T)E T
REAIO—FN\URIL—2DMfEHEEERM TERESN-EHE
ERE: KERA 5N EE
BFEDI—HH IR SIWebHAMMITILITTELMITS
UmRIZHEEL =T /M AR H
USBAEJIZTILD 7 ZE AN TAutoruns 850D T B AL
BEREBERADORSAN\OCT7— LY T7ZEHE>YEHS
B —J ILRNICIRESFY TR THRELRIYS5B[1]

[1] https://jp.techcrunch.com/2019/08/13/2019-08-12-iphone-charging-cable-hack-computer-def-con/
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[1] https://gigazine.net/news/20251204-browser-extension-malware/
[2] https://gigazine.net/news/20230810-open-source-takeover-offer/
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[1] https://qgiita.com/satoki/items/955302bf2615813baeb5a
[2] https://japan.zdnet.com/article/35246770/
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[2] https://laws.e-gov.go.jp/law/507AC0000000053
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