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o CIA Triad
Confidentiality, Integrity, Availability
o AAR
Authenticity, Accountability, Reliability
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Source: OECD Guidelines for the Security of Information Systems, 1992
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EFE (Accountability) s ERBROMHL
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Source: ISO/IEC IS 13335-1:2004, Information technology — IT Security techniques —
Management of information and communications technology security -- Part 1: Concepts
and models for information and communications technology security management
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Hardware Software

Human-Computer Interface

Computer Security

Information Security

Computer-Network Security
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Security technologies in HCI hardware

o FeliCa, smart card
0 INAAAR) YD FBEE

SONY

FeliCad

Sony FeliCa
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Smart card
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Security technologies in HCI software
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Hardware for Computer Network
o] security

o Firewall
o Intrusion-protection system
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Software for Computer Network
securit

o Anti-spam software
o Intrusion-detection software
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Hardware for computer security

o TPM (Trusted Platform Module)

PCR) =
Trusted Platform Module (TPM

Source: Trusted Computing Group
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CRTM

Peripherals

Root of trust
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Integrity
measurement

- Pass control

Integrity storage

o Secure software

Users

Roles

5
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profiles
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Software for computer security
—
n Secure OS
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rights profiles

IJ ;l

Commands with
security attributes

Authorizations

Users
»id
>
Roles
—Ip Operator
Rights profiles Suppl‘ememary rights profiles
I—+— Operator ‘_4[_ Media Backup
—i—p Printer <
Commands with security attributes
in/lp 14
flib/ uid=0
euid=Ip
Ipq:euid=0
Authorizations

solaris.admin.printer.read ———
solaris.admin.printer.modify ——
solaris.admin.printer.delete ——

Solaris RBAC Element Relationships
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Source: OpenSolaris Role-Based Access Control
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Hardware for information security

o Encrypting storage
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use
Source: BitLocker Drive Encryption Technical Overview, Microsoft TechNet, 2009
11/05/27

Copyright(C)2011 Youki Kadobayashi. All rights reserved.

o Encryption
o Digital signature

Software for information security

<Reference URI="#MyFirstManifest"
Type="http://www.w3.0rg/2000,/09 /xmldsigHManifest">

<DigestValue>345x3rvEPOOvKtMup4NbeVu8nk=</DigestValue>

</Reference>

<Obiject>
<Manifest [d="MyFirstManifest">

<Reference> ... </Reference>
<Reference> .. </Reference>

</Manifest>

<DigestMethod Algorithm="nhttp://www.w3.org/2000/09 /xmldsig#shal" />
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</Object>
Source: RFC3275, XML-Signature Syntax and Processing
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T AFEHOETIL

o Bell-LaPadula model
"no read up, no write down.

o Biba Model
"no write up, no read down."
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o “No read up”

C(o) = C(u) DIBADHT IR
o “No write down”
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Book

Biba model Web

% e Twitter
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0 EWEEERYRLLARIIL=ELVEROEEMSE
o “No write up”

1(0) = I(u) DIBEDHEEIAHFFT
o “No read down”

I(u) = I(0) DIZE DHFRAHLEFT
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o ITHES] ITH—EXTRD AV
COBIT

(Control Objectives for Information and related Technology)
ITIL (IT Infrastructure Library)

0 EREX)TAIRDAUE
ISO/IEC 27002

(Code of practice for information security management)
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CosiT 4.1 Domain: Deliver and Support (DS) (cont.)

DS5 Ensure Systems Security (cont.)

ISO/IEC 27002:2005
CosiT 4.1 Control Objective Key Areas ITIL V3 Supporting Infe ti pp! g Information
DS5.2 IT security plan * Translation of business, risk and * SD 4.6.4 Polici incil i * 5.1.1 Inf tion security policy
compliance requirements into a concepts document
security plan © SD 4.6.5.1 Security controls (high- | * 5.1.2 Review of the information
level coverage, not in detail) security policy
* 6.1.2 Information security
co-ordination

* 6.1.5 Confidentiality agreements

* 8.2.2 Information security
awareness, education and
training

* 11.1.1 Access control policy
* 11.7.1 Mobile computing and

communications
*11.7.2 g
DS5.3 Identity management « |dentification of all users (internal, * S0 4.5 Access management * 11.2.3 User password management
external and temporary) and their * 11.3.1 Password use
activity « 11.4.1 Policy on use of network
services

* 11.5.1 Secure logon procedures
* 11.5.2 User identification and
anthentiratinn

Source: Aligning CobiT®4.1, ITIL®V3 and ISO/IEC 27002 for Business Benefit, ITGI/OGC
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Security requirements Static analysis
Dynamic analysis
Risk-based Penetration
Abuse cases Risk analysis  security tests Risk analy\sis testing
Req.Eng., Design Test Impl. Impl. Deploy Test On-site
Use Case plan strategy result feedback

Software maintenance cost

Software Practices applied to various software artifacts
Gary McGraw, “Software Security”, in IEEE Security & Privacy, Vol.2, No.2
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o BIZHTLNED
o BSIMM2 (Building Security In Maturity Model)
Gary MacGraw, Brian Chess, Sammy Migues

0 SAMM (Software Assurance Maturity Model)
Pravir Chandra & OWASP
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BSIMM2

n Building Security In Maturity Model

0 BFXATVINIITRRESATHAINESR
o AT OERIHT SRR =

domain practice business goals

Governance Strategy and Metrics Transparency of expectations, Accountability for results

Compliance and Policy Prescriptive guidance for all stakeholders, Auditabiliy
Training Knowledgeable workforce, Error correction

Intelligence Artack Models Customized knowledge
Security Features and Designs ~ Reusable designs, Prescriptive guidance for all stakeholders

Standards and Requirements Prescriptive guidance for all stakeholders

SSDL Touchpoints Architecture Analysis Quality control
Code Review Quality control

Security Testing Q{aliry control

Penetration Testing Quality control
Software Environment Change management

Vulnerability Mgmt and Change management
Change Mar

Source: BSIMM?2 (Building Security In Maturity Model), May 2010.

SAMM

m Software Assurance Maturity Model
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SAMM Overview
Software
Development

Business Functions

Security Practices
Strategy & Education & Security Design Security Environment
Metrics Guidance Requirements Review Testing Hardening
Policy & Threat Secure Code Vulnerability Operational
Compli A Archi e Review Manag Enabl

Source: SAMM 1.0 (Software Assurance Maturity Model) www.opensamm.org
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