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o Bernoulli model: #&p TREEH4E
o Gilbert-Elliott model: IKAEB#EIZKYETILIE

G: good state

B: bad state
1-p 9 1-r 1-k: error rate in good state
1-h: error rate in bad state
p, r: transition probability
Gilbert-Elliott model.

Source: G. HaBlinger and O. Hohlfeld, MMB 2008
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CKEHMEREMEET L RAS

o {E581 (Reliability)
MTBF: Mean time between failure (T4 #FEREFR)
0 RSP (Serviceability)
MTTR: Mean time to repair (FE¥{EERR)
- AT (Availability)
A =MTBF / (MTBF + MTTR)
ERFTIVAALTRIBTHIELHS

0 MTBF 2E<3 3 AT LEREMEE?
0 MTTR 25T 3 AT LB EE ?
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Source: Supermicro SuperBlade

3+1 redundant power supply modules Source: IEZLETE 4S5/ han05
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ARL—T DT &KAE: RAID

o RAID: Redundant Array of Inexpensive Disks

0 RBEARL—DZFRWNT A AU TERIRT S,

o EEEIXRINE, EEELRETED,

0 TARIEYKREZLRT7AIL, T—IR—R%EHRKLD
T=WEEESTHIMN?
o concatenation
disk 1: block 1 ... block N
disk 2: block N+1 ... block 2N
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RAID-0: striping

0 (TA4RY k REERRT-ELT)

o disk 1: block 1, k+1, 2k+1, ...

o disk 2: block 2, k+2, 2k+2, ...

o disk k: block k, 2k, 3K, ...

0+ TARITIEAD AR BN T EE,

0+ RELGIT7AIVDEREN, TARAVEERED
FFTITA S,

0 - EEENEVD, TARIN—DTEHLENT-L
T—HEX,
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RAID-5: bitwise parity

O

disk 1: block 1, k+1, 2k+1, ...
disk 2: block 2, k+2, 2k+2, ...

O

parity disk: parity(1..k), parity(k+1..2k), ...
0+ TARIBEND—DENTE MDD TARIDDT—45
BIRAaIRE, f=&Z 1S

disk 1: 1001

disk 2: 0101

disk 3: 1000

parity: 0100

O
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RAID-5: bitwise parity

0-T—2BHOIWN, T—27av5EN\T4T
Ay BHLGITNIEIESEL, /N TAEBH R
295y ali-bMES=-T—2%EIBLTLE
STERMENH S,

o — write-ahead logging
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RAID-1: mirroring
0 E0IKRILABZERDTARIIZHD,

o+ EEENFREE
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0O parlty blt Data(3:0) Odd Parity Bit Even Parity Bit
E;IZDI-U*ﬁHj 0110 1 0
R7s 0000 1 0
ETIEIXTEZLY 1111 1 0
1101 0 1

Source: MIPS R4000 Microprocessor User Manual

o ECC: Error Correction Code
FRYETIE

o IBM ChipKill, Sun Extended ECC %
KUY N7GEERYETIE

= HERER
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o IEEE 802.3ad (Link Aggregation)

Link Aggregation

' -
Port 2

i~ i
NIC 2

Switch Computer
*NIC: Network Interface Card
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Figure 3 - Effect of installation of airflow management panel on server air inlet temperature
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2A: Without airlow management blanking panels 2B: With airlow management blanking panels
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Source: APC white paper #44

Source: HP blade server bh7800 installation guide
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0 238 (Replication)

0 LRFS 1k (Redundant coding)
5l AR E /N TAHRER S (LDPC)
= (EIRE R
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INT DR

0 Unit test: B E D /NS B THAFEYIC
FKTEET AR

o Regression test: 705 S LEIEIZ&K /T HE
DHEBEET AL

0 Fuzz test: ARICEET—FFREASE. /T
RIEOBEZT AL

Copyright(C)2011 Youki Kadobayashi. All rights reserved.  11/05/11

11/05/09

18



INTHEITHIERL DA

N

0 YIRIS—M2KER (O'Gorman 1983)
aff (alpha particle) - # %=k 3
h4F4#F (neutron) - IRIEIZL S

o = T. Karnik et al., "Characterization of Soft Errors Caused by Single
Event Upsets in CMOS Processes", IEEE TDSC 1(2), 2004.

o = Radiation hardening

o BT % (Electromagnetic interference)

FREAEDSILEEHTHEYEDO NS
(Y, RIEMIIZE T SNhTz)
FEREE: http://www.nhtsa.gov/UA
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o Failover test
TYBEZNTEDHH

o Fault injection test
BRUMICEETERESETAL
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